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We are now going to look at the example of electronic shoplifting using hidden field manipulation.
On the page below, users can buy a digital camera for $40, but anyone can change this page or

simply intercept the request and modify the values. We have, for example, identified the dynamic
field where the application developers have set the price of the camera.

The price of the item is visible on the page If you were to view the source in the source window,
you'd see the following snippet from the source code:

EBEB">

er valign=top>

id action = "buy.php" method=get> I
<input type="Hidden" name = "price" value = "40.00 USD"<
<input type="Hidden" name = "product" value = "Brand new

iPod Mini">

=Tahoma, Verdana, Arial
SIZE=2
COLOR=##006633>Buy it now!

This type of attack has proven to be successful against many commercial web applications.
Hidden Fields are not just used by retail applications; it is common to use it to pass the following
types of data:

* Access control information (changing to manager, administrator, external user, and so on)
* Account information (username, account number, address)

* Steps of the wizard (in some cases you never get to step five, unless you filled important
details in step four. Manipulating hidden data in this case would enable you to circumvent
the designed flow).

There are two ways to protect applications against hidden field manipulation attacks:

* Redesign every application so that all dynamic information is placed into an encrypted
cookie; a more secure but much more complex way to manage the information.

* Install an application firewall to monitor traffic and make sure that dynamic parameters
sent to the web browser do not change when they come back to the web server.

Hundreds of Users vs. Millions of Users

Moving applications from the hands of hundreds of users to millions can be an exciting way to
expand markets and save resources at the same time. For instance, online banking has greatly
automated many banking processes and provided a new service to customers, but it has also
exposed banks to new threats. Let's look at the following example.

Enumeration Attack

This bank uses the web to allow customers to view their account detail and pay bills online. They
use the Social Security number for username and a four-digit ATM PIN for a secret password.

This kind of protection against password enumeration works well for client-server applications. On
the web, however, an attack can be created where a hacker could write a script that would use one
Social Security number after another, and just try one pin for each Social Security number. If a
hacker uses Social Security numbers of people living in the bank's area (and a common password
like "123456" or "PASSWORD") the script will be able to get at least one account in a matter of
hours; in a matter of days the hacker will get accounts of all of the bank's customers.
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This is an example of an enumeration attack. This attack utilizes numbers of users that are using
the system; some applications in today's world have millions of customers (eBay, Yahoo,
PayPal). Usernames in some cases are either known or easy to guess, and passwords have low
entropy, meaning that there are relatively few possible combinations.

To solve this problem, the application could be redesigned to monitor access to the login page,
and when that access is abnormally high, penalize users by extending response time to
everyone. Alternatively, an external device such as an application firewall could monitor this
information, and watch for abnormal behavior.

Conclusion

Web applications reach out to a larger, less-trusted user base than legacy client-server
applications, and yet they are more vulnerable to attacks. Many companies are starting to take
initiatives to prevent these types of break-ins. Code reviews, extensive penetration testing, and
intrusion detection systems are just a few ways that companies are battling a growing problem.
Unfortunately, most of the solutions available today are using negative security logic (working
with a list of attacks and trying to prevent against them). Negative security logic solutions can
prevent known, generalized attacks, but are ineffective against the kind of targeted, malicious
hacker activity outlined in this paper. F5 Networks has developed a proactive, positive security
solution for the growing problem of web application vulnerabilities called Application Security
Manager. For more information on this solution, visit http://www.f5.com/products/security.html.

" For additional information on TMOS, the Real-Time Policy Builder, and other aspects of BIG-IP ASM’s architecture, please visit www.f5.com.
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